European Journal of Control 34 (2017) 49-58

journal homepage: www.elsevier.com/locate/ejcon

Contents lists available at ScienceDirect

European
Journal
of Control

European Journal of Control

On the distinguishability and observer design for single-input

@ CrossMark

single-output continuous-time switched affine systems under
bounded disturbances with application to chaos-based modulation

David Gémez-Gutiérrez **, C. Renato Vazquez®, Sergej Celikovsky ¢,
Antonio Ramirez-Trevifio , Bernardino Castillo-Toledo ©

2 Autonomous Systems Lab, Intel Labs, Intel Tecnologia de México, Av. del Bosque 1001, Colonia El Bajio, 45019 Zapopan, Jalisco, Mexico

b Tecnolégico de Monterrey, Campus GDA, Av. General Ramén Corona 2514, 45201 Zapopan, Jalisco, Mexico

€ Institute of Information Theory and Automation, Czech Academy of Sciences, P.O. Box 18, 182 08 Prague, Czech Republic

94 Czech Technical University in Prague, Faculty of Electrical Engineering, Department of Control Engineering, Technickd 2, 166 27 Prague, Czech Republic
€ CINVESTAV, Unidad Guadalajara, Av. del Bosque 1145, colonia el Bajio, Zapopan, 45019 Jalisco, Mexico

ARTICLE INFO

ABSTRACT

Article history:

Received 18 December 2015
Received in revised form

15 December 2016

Accepted 19 December 2016
Recommended by A. Astolfi
Available online 26 December 2016

Keywords:

Switched linear systems
Unknown input observers
Chaos-based modulation
Chaotic synchronization
Message-embedding

Switched Affine Systems (SAS's) is a class of Hybrid Systems composed of a collection of Affine Systems
(AS's) and a switching signal that determines, at each time instant, the evolving affine subsystem. This
paper is concerned with the observability and observer design for single-input single-output (SISO) SAS's
under unknown perturbation, for the case that no information about the switching signal is available. It
is firstly demonstrated that in the presence of disturbances every pair of AS's is always indistinguishable
from the continuous output, meaning that it is not possible to infer the evolving AS by using only the
information provided by the output of the SAS. Nevertheless, by taking advantage of the knowledge on
the disturbance bound, new distinguishability conditions are derived, making possible to distinguish the
evolving AS. By using these new distinguishability conditions, an observer scheme for SISO SAS's, subject
to unknown switching signal and unknown perturbations, is presented. Such an observer scheme
determines in finite-time the evolving AS. Furthermore, it estimates both the state of the system and the
disturbance. Finally, the proposed observer scheme is effectively applied for a non-autonomous chaotic
modulation application, which is an attractive method for spread-spectrum secure communication in
which the message is fed as a disturbance to a chaotic SAS and the output is then transmitted through an
open channel to a receiver, which is an observer algorithm that recovers the message (the disturbance)
from the output signal.

© 2016 European Control Association. Published by Elsevier Ltd. All rights reserved.

1. Introduction

system is ruled by a continuous model [1,25,8]. In the same area,
nonlinear continuous dynamics are frequently approximated by

Switched Affine Systems (SAS's) are composed of a collection of
Affine Systems (AS's) and a switching signal determining, at each time
instant, the evolving affine subsystem. Although SAS's are formed of
simple AS's, this class of systems may exhibit highly non-linear
behaviors, such as chaos [34,26,48,52,27,32,38,13], under a suitable
selection of the affine subsystems and the switching rule.

SAS's are interesting models for applications in different engi-
neering areas. For instance, process systems frequently include the
operation of discrete actuators, each combination of the actuator
states leads to an operation mode in which the behavior of the
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AS's operating at different operation points, thus the active AS
depends on the continuous state, leading to autonomous switch-
ing as a piecewise affine system [39,43]. In power electronic sys-
tems, the presence of semiconductors that may be either con-
trolled or autonomously driven together with linear components
leads to switched linear models [17,44]. The analysis and control of
these kinds of systems, based on SAS's, are frequently affected by
disturbances and parametric variations, particularly when a SAS
model is used to approximate a nonlinear continuous behavior like
in process control. For this reason, such analysis should be per-
formed by taking into account the disturbances affecting the
system.

This paper is concerned with the observability and the observer
design for single-input single-output (SISO) perturbed SAS's, under the
assumption that the switching signal in unknown. Mainly considering
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the unperturbed case, the observability has been extensively studied
for Switched Linear Systems (SLS) in [46,15,7], whose results can be
straightforwardly extended to SAS's, by means of the so-called distin-
guishability property, which allows to infer the currently evolving
subsystem based on the input—output information only. Regarding the
perturbed case, in [18] the distinguishability property using the input-
output information of the perturbed SLS has been characterized, based
on invariant subspaces analysis. Nevertheless, as we show hereinafter,
when disturbances (unknown inputs) are considered for single-input
single-output SAS's, every pair of affine systems are indistinguishable
from the output, i.e. the output information is not sufficient to deter-
mine the evolving AS. Thus, for this frequent case, new distinguish-
ability analysis that take into account additional information, such as
the knowledge on the disturbance bound, are required.

Regarding the observer design in SLS, many contributions have been
presented in the literature in the last years [47,12,20,31,49,33,9,11,19].
However, to the best of our knowledge the available results are not
applicable to the problem under consideration in this paper. For
instance, in [47], in order to infer the evolving subsystem and the
unknown input, it is required to know not only the output but also the
initial condition. In [12,20,31,49,33], in order to recover the state and
the unknown input, it is required to know the switching signal (i.e. the
evolving system is always known). In our setting, the switching signal is
unknown. Regarding observers for SLS subjected to an unknown
switching signal [9,11,35,19], most of the methods consider the
unperturbed case and are valid for observable SLS that require that each
pair of subsystems is distinguishable [19]. Nevertheless, such results
cannot be straightforwardly applied to the perturbed case. In addition,
we show that, unlike [35], the continuous state and the switching signal
can be estimated in the perturbed case even if there is not a common
transformation that transforms every AS to the observability form.

For unperturbed systems, multi-observer structures have been
proposed in the framework of supervisor [22] and adaptive control
[3,40], where they are used to determine a suitable controller (from a
bank of controllers) for the evolving process based on the smallness of
the output estimation error. Unfortunately, as shown hereinafter,
when considering perturbed SISO AS's, each observer in the multi-
observer structure may give a zero output estimation error. Thus, a
different decision method for inferring the evolving AS and for the
observer design is required.

1.1. Contribution

We first show that every pair of observable SISO SAS's become
indistinguishable from the output when disturbances are present,
i.e., it is not possible to infer which AS of the SAS is evolving using
only the output trajectory. For this reason, we derive new distin-
guishability results, according to which, by taking advantage on
the knowledge of the disturbance bound, a pair of perturbed SISO
AS's may become distinguishable.

Furthermore, in this paper we present an observer scheme for
perturbed SISO SAS's subject to an unknown switching signal,
where the continuous state, the evolving subsystem and the
unknown disturbance are inferred from the output information
and the knowledge of the disturbance bound. Although our
approach uses a multi-observer structure to infer the evolving
subsystem, this task would be impossible to achieve by using other
multi-observer structures already proposed, as [22,3,40], which
are mainly applicable in the framework of supervisor and adaptive
control for unperturbed systems.

Finally, it is shown that the proposed observer can be effectively
applied for chaos-based modulation, in particular, to the non-
autonomous chaotic modulation. In particular, to the non-autono
mous chaotic modulation [50] (also known as message-embedded
modulation [14,2,29,37]) using chaotic attractors generated by SAS's,
where a message is embedded by means of a non-linear function that

affects the phase of the chaotic attractor, thus acting as a disturbance.
The modulation signal is obtained as the output of the chaotic system
which can be transmitted through an open channel. At the receiver,
the proposed unknown input observer recovers the message using the
knowledge of the nominal system. Thus, the proposed observer
enables a wide class of chaotic attractors generated by SAS's (see e.g.
[34,26,48,52,27,32,38,13]) to be used in non-autonomous chaotic
modulation. To the best of our knowledge, the non-autonomous
modulation using general classes of SAS's with chaotic behavior has
not been presented in the literature.

The manuscript is organized as follows. Section 2 recalls basic
concepts on SAS's and the distinguishability property on these
systems. Section 3 introduces a new distinguishability condition
that will be used in the observer design. Section 4 introduces the
observer scheme. Section 5 presents the application of the pro-
posed methodology to chaos-based non-autonomous modulation.
Finally, some conclusions are presented in Section 6.

2. Preliminaries

Definition 1. A SAS X, is composed of a collection of AS's
F ={21,...,2n}, each one evolving in the state space X =R", and
a switching rule ¢ : R>o—{1,...,m} determining the evolving AS
at each time. The state equation of a SISO X is

X(£) = AstyX(£) + Do) + Sor (),

Y() = ConyX(D),
6:Rxo—{1,...,m) M

X(to) =Xo € XoGA,

where yeR is the output signal and d eR is an unknown input
signal (e.g., disturbance) assumed to be continuous and piecewise
differentiable. The evolving AS, when o(t) =1, is represented by X;
(A, bi, ci,s;) or simply by 2, where A;, b;, ¢; and s; are constant
matrices and vectors of appropriate dimensions. In our setting, the
switching signal o(t) is assumed to be unknown (i.e. the currently
evolving AS is not known).

In the sequel, expressions yi(t,Xq, d(t)) and Xi(t, xo, d(t)) will be
used to denote the output and the state trajectories, respectively,
obtained when the system 2; is evolving from the initial state xo
under the disturbance d(t).

When a SAS (1) is composed of AS's, it may occur that fundamental
properties of AS's may not be preserved in the occurrence of
switching among them. Furthermore, highly nonlinear dynamics such
as chaotic behavior can be generated by a simple SAS.

Throughout this paper, it will be assumed that the considered
SAS's fulfill the following assumptions.

Assumptions.

1. Each AS X;(A;, b;,c;,s;) composing the SAS is assumed to be
observable with unknown input d(t) (also known as strongly
observable), i.e. the pair (A4;,c;) is observable, the pair (A;,s;) is
controllable and the triple (A;, s;, ¢;) has no transmission zeros.

2. The set Xy of all possible initial conditions is bounded, i.e., lIxg
I <6 for all xg € X, with known 6.

3. Zeno behavior is excluded and there is a minimum dwell-time
between any two switching instants. However, only the mini-
mum dwell time for the first switching 7; is assumed to
be known.

4. The disturbance d(t) is assumed to satisfy for all t > 0, |d(t)] <D
and |d(t)| <L with known constants D and L.

Since Zeno behavior is excluded, solutions to (1) are under-
stood in the sense of Carathéodory [30, Section 1.2], which are
absolutely continuous and piecewise differentiable functions [30].
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For the case of state dependent switching, the minimum dwell-
time condition for the first switching can be enforced by imposing a
suitable region for the system's initial condition, which can be com-
puted by using the bound of the disturbance and minimum-time
control methods that ensure that the switching condition will not be
satisfied before a predefined time regardless of the disturbance
affecting the SAS, see e.g. [10, Algorithm 3.5.1 and Problem 3.5.1].

2.1. Distinguishability in perturbed SISO SAS's

An important concept related to the observability and the
observer design problems in SAS's is the distinguishability prop-
erty, which deals with the possibility of inferring, from the con-
tinuous output of the SAS, the evolving AS even in the presence of
disturbance [18]. Here we call such property as output-
distinguishability to emphasize that it is based on the output
information only. Let us formally introduce such property.

Definition 2. The AS 2 is said to be output-indistinguishable from
the AS % if there exists a pair (xo, d(t)) applied to X; and (xp, d'(t))
applied to % such that X; and %; produce the same output, i.e.

Ix0, Xy, d(t), d'(t) such that yi(t,xo, d(t)) = Y/ (t,xp, d'(t)), Vt=0

)
otherwise 2 is said to be output-distinguishable from X

Thus, if 2; is output-indistinguishable from 3 it is impossible to
determine from the output of the SAS whether the evolving AS is
2 or %, the initial condition is xo or x; and the affecting dis-
turbance is d(t) or d'(t).

Notice that, in general, the pairs (xo, d(t)) and (xg, d'(t)) such that
(2) holds are not required to be equal. For the case when they are
equal the continuous initial condition and the affecting dis-
turbance can be uniquely determined even if it is impossible to
assert which AS is the evolving one.

3. New distinguishability conditions for perturbed SISO SAS's

In this section, it is shown that any pair of SISO perturbed AS's is
output-indistinguishable. For this reason, a new distinguishability
condition is introduced in order to support the design of the
observer algorithm to be introduced in Section 4. This new con-
dition takes advantage of the known disturbance bound
(Assumption 4) in order to gain distinguishability.

Proposition 1. Any two SISO AS's X; and 2; are output-indis-
tinguishable under disturbance. Otherwise stated, for every initial
condition xo and disturbance d(t) applied to X; there exist an initial
condition x and a disturbance d'(t) (not necessarily equal to X, and d
(t)) applied to ; such that the corresponding output trajectories are
equal, i.e. yi(t,xo, d(t)) = Y/(t,xp, d'(t)) for all time t >0, thus making
impossible to infer from the output which is the evolving AS.

Proof. Consider a similarity transformation x = T;X such that T; =
(’)g'1 and Oy, is the observability matrix of the AS X; (recall that a
nonsingular coordinate transformation does not change the input-
output behavior of the AS). By Assumption 1, such similarity
transformation is well defined and the transformed system is in
the observability canonical form with the unknown disturbance d
(t) affecting only the last state variable [24].
In the new coordinates the AS is represented by

=i

. L
X1=ZXy+b;
H3+b2

*e

Xpn= -0 —a_ Xy—-—diR,+b,+pd(t)

Yt =%

where

s'tais" N4 td_s+dl 3)

is the characteristic polynomial of A;. Now, let us introduce the
variable transformation X; =%; and X, =X,+b,_;, ke{2,...,n},
thus X = Ti’1(x+ b;). Then, the AS X; can be represented as

N

X
X

N
Il

Xl X
-
Il
w

Xn =@+ d(t)

YO =% “
where
" ) .
X =—ax, - Za;7k+1<7k_b;<—l>+b:1~ ©)
k=2

Notice that the new state variables are the output and their deri-
vatives, i.e.
d“ 'y

. vke{l,...,n} (6)

P

Now, applying the analogous transformation procedure to the
AS X(Aj, b, cj,sj), with X = Tj‘l(x+bj), 2 can be represented as

—_

2

x| x|

2 3

o Xl x|

Xn =@ +pd(b)

=% (7)

Notice that if the disturbance d(t) is applied to X; and the signal
) 1, . S

0= (deo—al+pdw) ®

is applied to 2 as a disturbance then (4) and (7) have the same output
behavior. Therefore, the output trajectory obtained when the dis-
turbance d(t) is applied to the system X; with the initial condition xg is
equal to that obtained when the disturbance d'(t) in (8) is applied to %;
with the initial condition xj = T]-Ti‘l(xo +b;)—bj. Notice that it is
possible to compute such x;, and d(t)’ for any pair xo and d(t). Thus, it is
impossible to determine from the output whether the evolving sub-
system is 2; or 2 Similarly, it is impossible to determine from the
output whether the initial condition is xo or x;,. Therefore, the AS % is
output-indistinguishable from X o

The previous proposition establishes that any pair of perturbed
SISO AS's are always output-indistinguishable. The next proposi-
tion additionally establishes that X; and X; become output-
indistinguishable only with disturbances of the form (8).

Proposition 2. Let X; and X be perturbed AS's satisfying Assumption
1. Suppose the disturbance d(t) is applied to the system X; with the
initial condition xo and the signal d'(t) is applied to %; as a dis-
turbance with the initial condition x;. Both AS's produce the same
output trajectories iff d'(t) fulfills (8) and X/OITjTi_l(X()—"bi)—b‘,
where T; ! =05, with Os, being the observability matrix of X,
k=i,j.

Furthermore, the generated state trajectories Xi(t, Xo, d(t)) and ¥ (t, x),
d'(t)) fulfill with

X(t,x0,d(0)) = T;T; 1 (X (¢, xp, d () +bi) — by.
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Proof. The sufficiency has been demonstrated above. To prove the
necessity, assume that 3xo,x),d(t),d'(t) such that Yi(t, X0, d(t))
= Yi(t,xp, d (). Let us consider the coordinate transformations x

“'(xI+b) and ® =T; ' +b) for X and I, respectively
(which do not affect the input-output behavior of the AS's). Since
Yi(t, X0, d(t) = yi(t, X}, d (1)), ¥t > to, then ;—:ky"(t, X0, d(t)) = ;—:kyi(r, Xp,
d (), for all k>0, which implies that
al®)+fd(t) = d(¥)+'d (t). Based on these equations, it is easy
to see that d'(t) must be equal to (8) in order to make X; output-

X'=x and

indistinguishable from 2; and that, in such case, xf(t):TjTi‘l
(xf(t)+b,-)—bj, which particularly holds for xf(0)=x6=TjT,71
(Xo+Dbi)—b;. o

Lemma 1. Consider a SAS and suppose it is evolving in either 2. By using
the knowledge of the disturbance bound D imposed by Assumption 4, it
can be inferred whether the system evolves in X; or %; if the signal d'(t)
that, if applied to % as a disturbance, would make X output-indis-
tinguishable from X; does not satisfy the disturbance bound condition for a
proper time interval, i.e. if for a proper time interval it holds that

/ 1 i = i— i
') = 'ﬁ(a'o«)—a«xnﬂ d®)|>D ©

Proof. The proof follows directly from the previous propositions.c

Notice that, in some cases, this bound condition does not

provide additional information for instance when ﬂi/ﬁi <1 and
the system is evolving in a certain state region where a'(X) — & (X)

is relatively small with respect to ﬂid(t). The following theorem
formalizes this new distinguishability condition.

Lemma 2. Consider a SAS and two AS's, 2; and 2, of the collection.
Consider the disturbance bound D imposed by Assumption 4. Suppose
that the system is evolving in either 2; or 2. Let Bg = R" be the set of

vectors x' e R" that fulfills
B ) 10)

o1+

where the polynomial functions a'(x') and @(x) are given by (5).
During the evolution of the SAS, if for a proper time interval X(t) e BQ,

"; (ai(x/) - af(x’))
j

where % (t) = £_30 y‘” for ke[1,.,n], then it can be inferred whether

the system evolves in X or 2. In such case, it is said that the pair X;
and 2 is bound-distinguishable.

Proof. Considering |d(t)| <D, the condition (10) implies the con-
dition (9). Thus, whenever the system is evolving in a state region
such that x(t)eB’J the conditions of Lemma 1 hold. Then it is
possible to determme whether 2; or % is evolving. o

Additional information can be exploited for the case when each LS
in known to only evolve in a sub-region of the state space A Such is
the case in chaotic attractors where there exists a basin of attraction or
switching AS's, where the switching among the AS's is state dependent.

The sub-region in which a LS 2; is known to only evolve in is
defined as the containing set C,. The following result shows how the
information on containing sets can be used to distinguish between AS's.

Lemma 3. Consider two AS's 2; and 2 in the SAS. Let Cs, and Cs, be
two containing sets for the evolution of x(t) on X; and X, respectively.
Suppose that the evolving AS is either 2; or 2. If the output trajectory
is such that in a proper time interval

TiffbjECZI. and ij*bj¢€2j, an

where Xy (t) = “> for ke[1,...,n), then it can be inferred that the

evolving system is X, not 2. In such case X; is said to be containing
set-distinguishable from X.

Proof. The proof follows from Proposition 2. If X; is evolving and X
is such that X(t) = ‘“ for ke[l,.
jectory is x(t) =T1-x(t) b]. which according to the knowledge on
the containing set should satisfy T;x(t)— b; € Cs,. On the contrary, if
we suppose that the evolving AS is X; then the state trajectory
would be Tjx(t)—bj, but since T;x(t)—b;¢Cs, then 2 is not evol-
ving. Therefore, it can be asserted that X; is evolving. o

.,n], the evolving state tra-

The information of containing sets can be used together with
the disturbance bound to explore distinguishability. The following
theorem involves the previous results.

Theorem 1. Let Cy, be the containing set for the evolution of %;, i =
1,...,m (if such information is unavailable or the evolution of X; is
unconstrained then consider Cx, =R"), and let D be the bound on the
disturbance imposed in Assumption 4. Then the continuous anq tliis—
crete states of the SAS are observable for every X (where X (t) = ——}©
dt*
for ke[l,...,n]) such that pairwise X; and X; are either bound-
distinguishable or containing set—dist"inguishable.

Proof. The proof follows from Lemmas 2, 3 and Assumption 1.0

4. Observers synthesis

In this section, an observer structure for SISO SAS's, fulfilling the
aforementioned assumptions, is proposed. In the proposed struc-
ture, an observer is designed for each AS in the collection.

To illustrate our approach we use the High Order Sliding mode
(HOSM) differentiator proposed in [28]. Nevertheless, any exact
differentiator algorithm can be used. An alternative for the
observers design is the uniform robust exact differentiator pro-
posed in [4] (in such case, the convergence-time is bounded,
independently on the initial condition).

Another alternative is a step-by-step observer based on the
super-twisting algorithm, for which the observer gains can be
easily chosen with a priori time-convergence bound by using the
results from [45]; the drawback of this approach however is that
the observer is not global.

The idea is to design the observer for each AS in the SAS in such
a way that the error dynamic coincide with the differentiation
error of an exact differentiator, illustrated hereinafter for the
HOSM differentiator proposed in [28].

4.1. Estimation of the currently evolving AS

In this subsection an observer algorithm based on the HOSM
differentiator described in [28] is proposed for the detection of the
evolving AS and the estimation of the current continuous state and
the affecting disturbance.

Proposition 3. The AS Xi(A;, b;,ci,s;) admits the following global
finite-time observer:

1= —aﬁy+)~<z+52 +liply—&, YT+ Dsign(y —%1)
Rj= —aly+Xj1+bj+ip |y % IV Dsign(y ;)
f'c = —dly+by+d(D)+lnp"y— 1|V Dsign(y — %)

ln1p"" 'sign(y —&1)
j=% (12)
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where Iy, ...,1, and p are observer parameters to be adjusted, a"l, oy
a;, are the coefficients of the characteristic polynomial (3) of A;, and b;
is the j-th element of the vector b; = T,f]bl- with

1 0 0 ¢
a 1 0 CiA;
Ti_1 = :1 : ~. 0 1: l 13)
a_, d_, 1| |cAr!

Solutions to (12) are understood in the sense of Filippov [30,28].
The state and the disturbance estimates are given by X(t) =T ;X

and d )= 1 d(t), respectively. In other words, if the AS X is evolving

1
with the state trajectory x(t) and the affecting disturbance d(t) then,
after the observer converges in finite-time, the estimates X(t) = x(t)

and a(t) =d(t) will be produced.

Proof. Notice that 7; as in (13) is the similarity transformation
taking the i-th AS into the observer canonical form [24]. Then, by
substitution, the estimation error e(t) =7 'x(t)—X(t) evolves as

1 =ex—lipler|V "+ Vsign(er)
ej=ej 1 —lple "I+ Dsign(ey) forj=1,....k—1.

én=eq—lp"le1|"/ ™ Vsign(e;)
éq=pd(t)—l,1p" " sign(er)
where ey = fd(t)—d(t). (14)

This error evolution coincides with that of the differentiation error
of the HOSM differentiator [28]. Thus, with an appropriate gain
selection (4, ..., I, and p), the estimation error e(t) will converge to
zero after a finite-time t (it is well-known that such t can be made
arbitrarily small with a suitable selection of the gains), i.e. for all
t>t, X(t) = T;X(t) = x(t), and d(t) converges to d(t). o

Let us provide a couple of comments regarding practical issues
during the observers synthesis:

® Previous proposition establishes that, if the gains are appro-
priated adjusted, the observer (12) corresponding to the evol-
ving AS will accurately estimate the state and the disturbance in
finite-time. See [28] for a selection of the observer gains for the
error dynamics (14) for up to 5th order. See [45] for the gain
selection of a second order error dynamic (14) together with a
tight estimation of the convergence time bound. For instance,
for a third order error dynamic (14), a proper gain selection is
l; =9.5608, I, =6.8681, I3=0.0219 and p"~'>|f5;|L/0.0081
[42], for a convergence time bound see [42].

e In our framework, it is expected that the observer correspond-
ing to the evolving AS converges before the first switching. Thus,
the time convergence must be lower bounded by the dwell time
74 imposed in Assumption 3. It is known that such convergence
bound can be obtained with an appropriate selection of the
observer gains, as the initial condition lies in a known bounded
set according to Assumption 2. It is shown in Appendix A that
such convergence bound can be obtained with an appropriate
selection of the observer gains, provided that the initial condi-
tion is bounded as required by Assumption 2. In particular,
assume that using the gain selection I,1;,....I,,1, p, a time
convergence bound T is obtained. It is shown in Appendix A
that the convergence time bound for a gain selection [; = pl;,
b=p%l, ..., lhy1=p""yy1 and p =1 is given by Ty =T;/p.

The next proposition demonstrates that if the observer of
another AS converges, then the estimate of the disturbance will be

equal to that of (8). Thus, by means of such estimated disturbance
and Lemma 1, the estimations provided by such observer can be
discarded.

Proposition 4. Let 2; be the evolving AS with x(t) as the state tra-
jectory and d(t) as the affecting disturbance. Let the observer asso-
ciated to 2; be designed as illustrated in Proposition 3. If the output
estimation error of the observer associated to X denoted as
e, =y—j3, becomes zero then the observer will produce an estimate
of the state X(t) and the disturbance d(t) making X; output-indis-
tinguishable from X, where &(t) has the form of (8).

Proof. For the sake of simplicity, assume that the AS X and 2 are
represented in the observer canonical form [24]. Let X; be the
evolving AS with x(t) being the state trajectory and let ¥/(t) be the
state of the observer associated to 2. Denote the entries of the

error vector as e§< =xk—f<f,;, k=1,...,n. Thus, ify—icj1 =é’; =0 then

. ; T
the dynamic behavior of & = [é{ é’n] becomes
0=é)+ (—a§y+5'}> - (—a{y+5’{>

I+ <*a§J’+512) - <*G£Y+sz>

Q>

& —
&= <fa:;y+5§,+ﬁ"d<t)) - (faf;y+5’;,+&j<t>> (15)

Differentiating the first equation and combining it with the

second equation in (15) we get &= — (—ai]y —a5y+5;> +
<—a’{y—a’2‘y+l3;>. Differentiating éé and combining it with (15),

we get &)= — (—a"lj}—agy+a§y+512)+ (—a’;y—a§y+a§y+t3;>.

;=2

Following this procedure we get that éf; =— (—a] y - —dt

n—1

Vi k(n71) i ~i . .. ~j
y+b, | +(-af y —--—a)_,y+b, ). Differentiating é; and
combining it with the last equation of (15) we get that

d) = %&j(r). with d’(t) = (a0~ a(.0+Fd®), thus d@ is

equal to (8). Since with e§ =y—j/j =0 the observer (12) becomes a
copy of X; represented in the canonical observer form producing
the same output information as 2X; then the state estimate

obtained by the observer associated to 2; is the one given in
Proposition 2. o

Remark 1. In [9], a super-twisting based step-by-step observer
was proposed for autonomous switched nonlinear systems, i.e.
where no inputs are present. Such approach requires, for each
step, a super-twisting algorithm, which is designed by using the
known bounds for the first n derivatives of the output. In our
approach, which allows to cope with unknown inputs, such bound
knowledge is not required for the convergence of the observer
(12), instead only the knowledge on the bound for |d(t)| is needed
(Assumption 4).

4.2. Observer scheme

The complete observer scheme (Fig. 1) includes a collection of
finite-time observers, one for each AS, determining thus the
evolving AS by detecting the only observer that satisfies |d(t)| < D
and e(t) = y(t)—y(t) =0 for a proper time interval. The state esti-
mate is given by the observer of the evolving AS, once it is
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Fig. 1. SAS observer.

determined. This is formally stated in the following proposition. In

the sequel, let us denote as fci(t), j/i(t) and al(t) the estimates of the
state, the output and the disturbance provided by the observer of
the i-th AS, respectively. Similarly, let us denote as ei(t) = y(t)—y'(t)
the estimation output error provided by such observer.

Proposition 5. Let X, be a SAS and consider a collection of
observers of the form (12), one for each AS in the SAS, evolving in
parallel, as depicted in Fig. 1. Suppose that the system remains in the
initial AS a time longer than 74, and suppose that each observer has a
time convergence bound 7«7y Suppose that the system evolves
inside a region in which the output and their derivatives fulfill x e Bj(l,
for every pair of AS's 2 and %, as defined in Theorem 1. Then, the
state of the switching signal o(t) can be detected by the index k of the
only k-th observer satisfying

~k
fck(r) eCs, and ‘d (t)‘ <D and e’y‘(t) =0 Vtin a proper

interval[z,t+At], At>0 (16)

Once it is inferred that the evolving AS is 2, an exact estimate of the
continuous state of the SAS and the affecting disturbance is provided
by the observer associated to X.

Proof. If X; is evolving with x(t) as the state trajectory and d(t) as
the affecting disturbance, then the observer associated to the AS 3;
either gives e, # 0 ¥t > 7, from which it can be asserted that X is
not the evolvmg AS, or it precisely pg{oduces an estimate of the
state (t) and the disturbance d (t) when 2; is output-
indistinguishable from X, according to Proposition 4. However,
the conditions of Theorem 1 are satisfied, thus if i # k (i.e. for an
observer not associated to the evolving AS) then the condlt,lon (16)
cannot hold for a proper time interval. Consequently, |d (t)| > D
and thus it can be asserted that X is not the evolving AS. On the
contrary, if i=k (i.e. for the observer associated to the evolving AS)
then, according to Proposition 3, exact estimates of the evolving
state trajectory x(t) and the affecting disturbance d(t) are obtained
by the observer, which clearly is consistent with the knowledge on
the disturbance bound, i.e. (16) is satisfied. o

According to the previous proposition, the evolving AS can be
detected as the index k of the only observer satisfying (16). After a
switching occurrence, the same observer can no longer maintain
the condition (16). Thus, the switching occurrence is detected
when such condition no longer holds.

Based on the previous propositions, the observer structure is
presented in the next algorithm. The observer structure estimates

the switching signal,
disturbance.

the continuous state and the affecting

Algorithm 1. State and disturbance observer implementation.

1: Input The collection of AS's F. The disturbance bound D.
The first switching dwell time 7, The bound for the pos-

sible initial state &. The output evolution y(t) of the SAS.
2: Output The estimates of the state and the disturbance are

given by x(t) and d(t), respectively.
3: Synthesis:

4: e Design an observer (12) with time convergence bound
T« 7y for each X; e F.

5! e Initialize each observer state and the disturbance as &'(
0)=0and El'(O) =0. Initialize the switching signal estimate
as 6(0) = 1. Initialize the state estimate and disturbance
estimate as X(0) =0 and d(0)=0, respectively.

@

Operation:
e All the observers run in parallel.

8: e Ifthere is an observer of an AS X satisfying (16), i.e. such

N

~k
that e’;(t) =0and |[d (t)| <D for a proper time interval, then

set &(t) = k, &(t) = T &(t) and d(ty = d" (o).

9: e After the evolving AS X has been detected, a switching
occurring at time t; can be detected as the time instant
when the observer associated to 2 no longer satisfies (16).
In that case, the observer associated to each AS X; has to be

reinitialized as X'(t;) = 7, '&*(t;) and d (t;) = d“ty).
Proposition 6. Consider a SAS X,y fulfilling Assumptions 1-4.
Suppose that the state of X4x, evolves in a state region such that the
output and their derivatives fulfill the condition in Theorem 1. Then
the state x(t) of X4, the disturbance d(t) and the switching signal
o(t) are estimated by the observer structure of Fig. 1 following
Algorithm 1.

Proof. Proposition 5 guarantees that if the AS X is evolving then
only its associated observer will satisfy condition (16) for a proper
time interval, thus the evolving system is detected and exact
estimates of the continuous state x(t) and the affecting disturbance
d(t) are given by X (t) and d(t) respectively. Next, after a switching
occurrence the condition of Proposition 5 can no longer hold, thus
the switching time is detected. Since no jumps occur in the con-
tinuous state of Xy, by reinitializing each observer with the
estimated value at the switching time, all the observers have
accurate estimates of the state and the disturbance, but only the
observer associated with the new evolving system will satisfy
condition (16). Consequently, no additional time is required for the
convergence of the observer scheme. Following in this way the
switching signal o(t), the continuous state x(t) and the affecting
disturbance d(t) are continuously estimated. =

5. Application to chaos-based non-autonomous modulation

A SAS may exhibit a complex nonlinear behavior, such as chaos,
under a suitable selection of the affine subsystems and the
switching rule. Chaotic SAS's exhibit properties like wide spread
spectrum, dense periodic orbits and strong dependence on the
initial conditions. These features make them suitable for commu-
nication applications, mainly because broadband information
carriers enhance the robustness of communication channels
against interferences with narrow-band disturbances, which is the
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Fig. 2. Chaotic modulation/demodulation process.
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Fig. 3. High sensitivity to the initial condition. Let x(t) and x'(t) be trajectories of
X,x starting at the initial condition xo=[10 0.5 and x;=[0.9999 0 0.5],
respectively. The difference e(t) = x(t) —x/(t) is shown above.

basis of spread-spectrum communication techniques. In chaos-
based communications, the broadband coding signal is generated
at the physical layer rather than algorithmically, as in code division
multiple access [5]. Additionally, the irregular signals and see-
mingly randomness of chaotic systems make them useful to hide
information, enhancing software-based encryption, to achieve
privacy in the communication [50,14].

One of the chaos-based modulation methods is the non-
autonomous chaotic modulation [50] (also known as message-
embedded modulation [14,2,29,37]), which has been previously con-
sidered using the Lorenz system [29] and the Generalized Lorenz
system [14] as the chaotic attractors. In this modulation method, a
message is embedded by means of a non-linear function that is then
fed to the chaotic system as an input. The modulated signal (which is
an analog signal) to be transmitted is obtained as the output of the
chaotic system. The receiver recovers the message from the trans-
mitted signal by synchronization with the emitter. From a control
theory perspective, the original message is estimated from the
modulated signal by means of a disturbance observer that takes
advantage from the knowledge of the nominal system.

In our approach, the chaotic attractor for chaos-based non-auton-
omous modulation is assumed to be generated by a SAS. One of the
main advantages of using SAS's is the simple circuitry required for the
implementation of the chaotic system for instance using Chua's circuit
[34], DC to DC converters [16], or the general jerk circuit [51,38].

In this section we show that the proposed observer design for
perturbed SISO SAS's can be applied for the non-autonomous
chaotic modulation using general chaotic attractors generated by
SAS's (see e.g. [34,26,48,52,27,32,13]). This modulation/demodu-
lation process is depicted in Fig. 2.

|
=
=)

S s
== =]

X3
° <

|
by

Fig. 4. Preservation of the multiscroll attractors under small disturbances.
5.1. Multiscroll attractors by switched affine systems

Let us consider for instance the multiscroll attractor X4 pro-
posed in [13] given by the following collection of AS's

A b s
> 0 1 0 [0 [ 0.0309 ]
-1 —0.2461 1 0 —0.1241
| -8.0521 —2.0060 —1.1102 _5535J o ]
>, [0 1 0 ro [0.04225 T
-1 —0.2461 1 0 —0.1441
| -6.8438 —2.0060 —1.1102 ] »o} .l o ]
> 0 1 0 0 [ 0.0309 T
-1 —0.2461 1 0 ~0.1241
| 80521 —2.0060 —1.1102 | _5.5355} 0

together with a state dependent switching rule:

1 ifx()>1/3
ot)=< 2 if —1/3<x1(t)<1/3
3 ifx(H)<—1/3

Notice that the state x is unknown at the receiver, thus if the
switching depends on an unmeasured state then the switching
signal o(t) is unknown at the receiver.

Because of the message-embedding method of Fig. 2 using the
nonlinear function g(x, m), the estimates of both the continuous
state and the disturbance are required for recovering the hidden
message m(t). Moreover, once x(t) and d(t) are estimated the
recovery of the hidden message by means of the function h(x, &) is
straightforward. For this reason, in this example we focus on the
estimation of both x(t) and d(t) and for simplicity the func-
tion g(x, m) of Fig. 2 is assumed to be such that g(x, m) = m, hence
d(t)=m(t) (such method is known as non-autonomous chaotic
modulation), however different g(x, m) functions enhancing the
security of the communication can be straightforwardly addressed.

In [13], it was shown that X, as defined above is a chaotic
attractor. Fig. 3 shows the high sensitivity to the initial condition in
the presence of the disturbance and Fig. 4 displays the multi-scroll
behavior of ).

Although measurement (or channel) noise is not affecting the
system, this example has practical applications in fiber-optic and
visible-light communications, for instance, visible light commu-
nication systems in indoor have very high signal-to-noise-ratio
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(SNR) in the range of 40-70 dB [41,6]. Under such SNR the effect of
noise is negligible.

Let us analyze the fulfilling of Assumptions 1-4 and the con-
dition of Theorem 1 for this application example.

e First, it is always possible to impose a suitable bound for the
message and hence on the disturbance.

® The evolution inside the basin of attraction of a chaotic attractor
is confined inside an invariant bounded set [21]. For instance,
such bounded set can be obtained by using the methodology
proposed in [23], where piecewise quadratic Lyapunov func-
tions are used to derive tight bounds for the chaotic oscillations
and for the evolution of each individual AS.

® Zeno behavior does not occur in this system. This can be seen
from the vector field and the definition of the switching signal,
since the vector fields of the AS's point in the same direction
relative to the switching surface [30]. In detail, let us denote as
£ = {x|x; = 1/3} the hyperplane between X, and 2,. Then, it is
easy to verify that the vector fields of X; and X are in the same
direction (in the direction of x,) in the neighborhood of £2,. This
also occurs for the switching hyperplane €2, = {x|x; = —1/3}
between X, and 2.

® Regarding the assumption on the minimum dwell time for the
first switching, regions for suitable initial conditions guaran-
teeing that no switching may occur before 74 can be found by
using minimum-time control methods, which allow to obtain,
by computational methods, the set of states that can be reached
from xo by a bounded control with time t <74 (in our case a
bounded disturbance), see [10], Algorithm 3.5.1 and Problem
3.5.1. Thus, appropriate bounds for the initial conditions can be
provided by the system designer.

® A suitable output for each AS can be selected by the designer to
fulfill Assumption 1 together with the bound-distinguishability
condition in Theorem 1. For instance,if y =x, then X; and 25
can be proved to be indistinguishable by showing that both AS's
have the same set of equations when written in the form of (4),
with a'(®) = a?x) = —9.1623%; —3.2792%, — 1.3563X5. More-
over, a?(X)—a'(X) = 1.2083x%; and the condition of Theorem 1
is not satisfied for X; =x; € (— 1, 1). On the contrary,if y = x3 and
the disturbance d(t) = m(t) is bounded by D=1 then the condi-
tion of Theorem 1 is satisfied. In detail, ' =% =1 and

o' (%) = —9.1623%; — 3.2792%, — 1.3563%3 4 5.5355
a%(X) = —7.9540%; —3.2792%, — 1.3563%3
a3(®) = —9.1623%; —3.2792%, — 1.3563%3 — 5.5355.

Thus, al(@—oﬁ(i)\ —11.071> 2D and for X; = x3 € (—2.5,2.5)

)az(x)— al(z)( - ( ~5.535541.2083%; ( >2D and |?®)
—a3(2)‘ - ‘5.5355+1.2083>71 ‘ > 2D.

It can be seen by numerical simulation that the evolution inside
the basin of attraction satisfies x; € (—2.5,2.5) as shown in Fig. 4.

Now, let us report the results. The demodulation process, i.e.
the chaotic synchronization and the estimation of the signal d(t),
for the chaotic system X, described above is shown in Figs. 5-7.

In Fig. 5, in time point @ it is shown that only the observer
associated with the evolving AS X5 is able to satisfy the conditions
of Proposition 5 for a proper time interval before the first
switching. Thus, it is asserted that X5 is evolving. Next, the
switching occurrence @ is detected when the observer associated
to 25 no longer maintains ‘8k(t)’ < D with e§(t) =0, as indicated by
®. Once the switching occurrence is detected then each observer

is reinitialized, as indicated in @, and after the reinitialization
only the observer associated to X, is able to maintain the

35 : :
[—a)]
3 |
25} f i
2 |-
15 1 1 1 1 1 1 1 1 1
) 02 04 06 08 1 12 14 16 18

Time
Fig. 5. From top to bottom: SAS output vs output estimation of each observer,
disturbance vs estimation of the disturbance of each observer, switching signal.
Estimation Process: @ Estimation of the evolving AS. @ Switching occurrence. @
Switching Detection. @) Reinitialization of the observer. @ Detection of the sub-
sequent evolving AS.
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Fig. 6. Chaotic synchronization; estimation of the continuous state x(t), the
switching signal «(t) and the information signal d(t).
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Fig. 7. Estimation of the signal d(t) by the SAS observer.

condition ’&k(t)’ <D with ej’j(t) =0 as shown by @. Consequently,
the switching signal o(t), the continuous state x(t) and the signal d
(t) can be estimated, as shown in Fig. 6.

The discontinuities in the estimated variables that appear in
Figs. 6 and 7 occur because the initial condition of the estimated
switching signal was 6(tp) = 1, thus the continuous state and the

disturbance were estimated as x(t)=x'(f) and Ei(t):t}](t),
respectively. Once the evolving AS is detected this value was
updated to 6(tp) = 3 and the estimates of the continuous state and
the affecting disturbance were updated to %(t)=%>(t) and

&(t) = &3(t). The estimate of the signal d(t) by the SAS observer is
also shown in Fig. 7.

6. Conclusions

Regarding observability of SISO SAS's, in this paper it has been
shown that in the presence of disturbances every pair of AS's are
always indistinguishable from the continuous output. Never-
theless, it has been demonstrated that by taking advantage of the
knowledge on the disturbance bound, it would be possible to
distinguish which is the evolving AS. By using such information,
new distinguishability conditions have been introduced.

An observer scheme for SISO SAS's subject to unknown
switching signals and unknown perturbations has been presented.
It has been shown that the proposed observer can be effectively
applied in the non-autonomous chaotic modulation, which is an
attractive method for spread-spectrum secure communications
[36], using SAS's with chaotic behavior.
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Appendix A

Proposition 7. Let the initial conditions of the observer (12) be
taken as zero and let the continuous initial condition of the SAS (1) be
bounded by 6, ie. lixgll <& with a known constant o, as in
Assumption 2. Then for every constant t, the gains of (12) can be
designed such that the estimation error (14) converges to the origin in
a finite time lower than ty.

Proof. Consider the error dynamics given in (14) which is finite-
time stable. Take p > 1 and consider the time-scaling = tp toge-
ther with the coordinate change e =P¢é with P=diag(1,p,...,p")
and ¢ =[é; ---é, é4] and d=p"+1fl. These transformations and
time scaling take (14) into the following form:

€1 _ s, —1yje, " Vsignee)
dt
C0_ g, e Vsigneer)
dt
WD _ (o)1, 1signeer) A1)

which does not depend on p. Therefore, (A.1) is finite-time stable
and Vo > 0, exists 7,4 such that it holds

&(f,&0)=0, V&g such that &gl <& and VI> %4

where &y = €(tg). Going back to the original coordinates € and the
real time ¢, the above implies that

€(t,eg)=0, Ve such that llegll <6 and Vt>17,4/p.

Indeed, the above implication is correct as the inequality Il€g I
<6 clearly implies that llégll <& due to the straightforward
inequality

el <lel, vpx>1.

Therefore V&, 7, > 0 there exists p(8,74) such that e(t,ep) =0, Veo
such that llegll <6 and Vt > 7,4. o
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